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prescription with the private key asso-
ciated with his own digital certificate
obtained as provided under §1311.105,
the electronic prescription application
is not required to digitally sign the
prescription using the application’s
private key.

§1311.150 Additional requirements for
internal application audits.

(a) The application provider must es-
tablish and implement a list of
auditable events. Auditable events
must, at a minimum, include the fol-
lowing:

(1) Attempted unauthorized access to
the electronic prescription application,
or successful unauthorized access
where the determination of such is fea-
sible.

(2) Attempted unauthorized modifica-
tion or destruction of any information
or records required by this part, or suc-
cessful unauthorized modification or
destruction of any information or
records required by this part where the
determination of such is feasible.

(3) Interference with application op-
erations of the prescription applica-
tion.

(4) Any setting of or change to log-
ical access controls related to the
issuance of controlled substance pre-
scriptions.

(6) Attempted or successful inter-
ference with audit trail functions.

(6) For application service providers,
attempted or successful creation,
modification, or destruction of con-
trolled substance prescriptions or log-
ical access controls related to con-
trolled substance prescriptions by any
agent or employee of the application
service provider.

(b) The electronic prescription appli-
cation must analyze the audit trail at
least once every calendar day and gen-
erate an incident report that identifies
each auditable event.

(c) Any person designated to set log-
ical access controls under §§1311.125 or
1311.130 must determine whether any
identified auditable event represents a
security incident that compromised or
could have compromised the integrity
of the prescription records. Any such
incidents must be reported to the elec-
tronic prescription application pro-

§1311.170

vider and the Administration within
one business day.

§1311.170 Transmission requirements.

(a) The electronic prescription appli-
cation must transmit the electronic
prescription as soon as possible after
signature by the practitioner.

(b) The electronic prescription appli-
cation may print a prescription that
has been transmitted only if an inter-
mediary or the designated pharmacy
notifies a practitioner that an elec-
tronic prescription was not success-
fully delivered to the designated phar-
macy. If this occurs, the electronic pre-
scription application may print the
prescription for the practitioner’s man-
ual signature. The printed prescription
must include information noting that
the prescription was originally trans-
mitted electronically to [name of the
specific pharmacy] on [date/time] and
that transmission failed.

(c) The electronic prescription appli-
cation may print copies of the trans-
mitted prescription if they are clearly
labeled: ‘“‘Copy only—not valid for dis-
pensing.” Data on the prescription may
be electronically transferred to med-
ical records, and a list of prescriptions
written may be printed for patients if
the list indicates that it is for informa-
tional purposes only and not for dis-
pensing.

(d) The electronic prescription appli-
cation must not allow the transmission
of an electronic prescription if an
original prescription was printed prior
to attempted transmission.

(e) The contents of the prescription
required by part 1306 of this chapter
must not be altered during trans-
mission between the practitioner and
pharmacy. Any change to the content
during transmission, including trunca-
tion or removal of data, will render the
electronic prescription invalid. The
electronic prescription data may be
converted from one software version to
another between the electronic pre-
scription application and the pharmacy
application; conversion includes alter-
ing the structure of fields or machine
language so that the receiving phar-
macy application can read the pre-
scription and import the data.

(f) An electronic prescription must be
transmitted from the practitioner to
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§1311.200

the pharmacy in its electronic form. At
no time may an intermediary convert
an electronic prescription to another
form (e.g., facsimile) for transmission.

§1311.200 Pharmacy responsibilities.

(a) Before initially using a pharmacy
application to process controlled sub-
stance prescriptions, the pharmacy
must determine that the third-party
auditor or certification organization
has found that the pharmacy applica-
tion does the following accurately and
consistently:

(1) Import, store, and display the in-
formation required for prescriptions
under §1306.05(a) of this chapter.

(2) Import, store, and display the in-
dication of signing as required by
§1311.120(b)(17).

(3) Import, store, and display the
number of refills as required by §1306.22
of this chapter.

(4) Import, store, and verify the prac-
titioner’s digital signature, as provided
in §1311.210(c), where applicable.

(b) If the third-party auditor or cer-
tification organization has found that
a pharmacy application does not accu-
rately and consistently import, store,
and display other information required
for prescriptions under this chapter,
the pharmacy must not process elec-
tronic prescriptions for controlled sub-
stances that are subject to the addi-
tional information requirements.

(c) If a pharmacy application pro-
vider notifies a pharmacy that a third-
party audit or certification report indi-
cates that the application or the appli-
cation provider no longer meets the re-
quirements of this part or notifies it
that the application provider has iden-
tified an issue that makes the applica-
tion non-compliant, the pharmacy
must immediately cease to process
controlled substance prescriptions
using the application.

(d) A pharmacy that receives a notifi-
cation that the pharmacy application
is not in compliance with the require-
ments of this part must not use the ap-
plication to process controlled sub-
stance prescriptions until it is notified
that the application is again compliant
and all relevant updates to the applica-
tion have been installed.

(e) The pharmacy must determine
which employees are authorized to
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enter information regarding the dis-
pensing of controlled substance pre-
scriptions and annotate or alter
records of these prescriptions (to the
extent such alterations are permitted
under this chapter). The pharmacy
must ensure that logical access con-
trols in the pharmacy application are
set so that only such employees are
granted access to perform these func-
tions.

(f) When a pharmacist fills a pre-
scription in a manner that would re-
quire, under part 1306 of this chapter,
the pharmacist to make a notation on
the prescription if the prescription
were a paper prescription, the phar-
macist must make the same notation
electronically when filling an elec-
tronic prescription and retain the an-
notation electronically in the prescrip-
tion record or in linked files. When a
prescription is received electronically,
the prescription and all required anno-
tations must be retained electroni-
cally.

(g) When a pharmacist receives a
paper or oral prescription that indi-
cates that it was originally trans-
mitted electronically to the pharmacy,
the pharmacist must check its records
to ensure that the electronic version
was not received and the prescription
dispensed. If both prescriptions were
received, the pharmacist must mark
one as void.

(h) When a pharmacist receives a
paper or oral prescription that indi-
cates that it was originally trans-
mitted electronically to another phar-
macy, the pharmacist must check with
that pharmacy to determine whether
the prescription was received and dis-
pensed. If the pharmacy that received
the original electronic prescription had
not dispensed the prescription, that
pharmacy must mark the electronic
version as void or canceled. If the phar-
macy that received the original elec-
tronic prescription dispensed the pre-
scription, the pharmacy with the paper
version must not dispense the paper
prescription and must mark the pre-
scription as void.

(i) Nothing in this part relieves a
pharmacy and pharmacist of the re-
sponsibility to dispense controlled sub-
stances only pursuant to a prescription
issued for a legitimate medical purpose
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